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I. Purpose:  This document is a companion to the College’s Red Flag Rule Policy.  The guidelines provide a practical outline of how employees should implement the policy.  The general purpose of the policy to provide a formal structure for the College to prevent, identify and mitigate identity theft.  Implementation of this policy is mandated by the Federal Trade Commission.  Note: For the purpose of this policy the term ‘in writing’ is defined as a traditional hardcopy or electronic softcopy format.
Note:  See the Red Flag Rule Policy for the Board of Trustees’ approved adoption that underlies the guidelines.
II. Who is Affected
a. Any current student or former student with an outstanding balance
i. Due to the difficulty associated with identifying students with outstanding balances in offices other than Fiscal, all student records should be subject to these policies.
ii. All College departments must follow the Red Flag Rule Policy and guidelines.
iii. Changes to a student’s biographical information (name, address, social security number, birthrate, etc.) will need to be centralized and monitored by the College.
III. What is a ‘Red Flag’

i. A Red Flag is an event or suspicion of fraudulent activity related to a student’s account.  Examples include, but are not limited to:
1. The presentation of suspicious documents such as altered identification materials or expired identification
2. The presentation of suspicious personal identifying information, such as a suspicious address change.
3. The unusual use of, or other suspicious activity related to, a covered account.
4. Notice from customers, victims of identity theft, law enforcement authorities, or other persons regarding possible identity theft
5. Refusal to provide or inability to provide adequate detailed personal information.
6. Mail sent to the student is returned repeatedly as undeliverable although transactions continue to be conducted in connection with the covered account. 
IV. Preventing and Mitigating Identity Theft
a. The College’s standard procedures remain in place, except as they pertain to changes of student biographical information.
b. Change of Biographical Information Procedures
i. Use the form located on the intranet for changes to student biographical data:  http://inside.msj.edu/academics/registrar/REQUEST_FOR_CHANGES_IN_PERSONAL_DATA.pdf 
ii. The employee taking the request can update the CX database for address, email address and telephone changes.  When possible enter the change as a new record to retain the historical data.  Changes of telephone, address or email address can be taken over the phone.  The employee taking the call should make the changes in CX, sign and date the request, then forward it to Fiscal Operations.
iii. Changes to a name, SSN or birth date must be in writing, signed by the student and will require additional documentation.  Changes to these data points should not be immediately entered into CX.  Forward these requests, with appropriate supporting documentation, to Fiscal Operations for verification.    

iv. Forward a copy of all change requests to Fiscal.  Fiscal will confirm the change with the student.  The forwarded copy should have the employee’s name on the form.
V. How to place a Red Flag on a student account
a. An employee should notify Fiscal in the event of suspicious activity (see ‘What is a Red Flag’ above)
i. Notification should be an email that outlines the situation.  The email should be marked urgent and contain the words ‘Red Flag’ and the student ID number in the subject line.
b. Fiscal will flag the account in CX.  After an account is flagged all departments will notice a highlighted background on the student’s account (SEE EXAMPLES).
c. The CX system provides ‘privacy codes’ that permit a student account to be highlighted to an employee reviewing the account.  This highlight serves as a warning that a red flag has been encountered.  

d. Future interactions with a student whose account is flagged require further identification requirements, which may include written formal documentation.  See ‘Level 2 Security Identification Requirements’ below.
e. Red Flags can be removed by the written request of the student only.

VI. Level 2 Security Identification Requirements 

a. If an account has a Red Flag indicator, the measures should be taken to protect the student’s biographical data:

i. The student will be notified by Fiscal of the suspicious activity to his or her account.  

ii. The student’s identification must be positively established through a Mount ID, government issued ID or other means prior to assisting the student.  
iii. Any changes to biographical data must be done in writing by the student.  

iv. All change requests to biographical data must be forwarded to Fiscal for verification and confirmation.

v. No biographical data should be discussed over the telephone.
vi. Changes to biographical data will be made to the CX database only after confirmation by Fiscal Operations.
VII. Service Provider arrangements:  
a. Service providers must also comply with the Red Flag Rules.  If you are the responsible employee contact with a contracted service provider, please do the following when changes are made to the relationship:
i. Obtain a copy of the Provider’s Red Flag rules compliance statements and/or policy.
1. Forward a copy of the report to Fiscal
ii. Verify verbally or in writing the service provider is protecting our students’ biographical information.  If you cannot do this or are not satisfied with the answers received, please discuss the situation with the College’s Controller.  
iii. Examples of service providers used by the College:
1. Recruitment Plus – recruiting management software
2. TMS – tuition payment plan
3. UAS – Perkins/Nursing Loan administration
4. Many others exist, if you have a question or aren’t sure, please contact the College’s Controller.
VIII. Other 
a. This document contains guidelines for administration of the College’s Red Flag Rules.  These guidelines constitute the baseline procedures for the College.  There may be situations where alternate procedures are warranted.  If alternate procedures are used, the situation should be documented in a memo to the College Controller.  
