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I. Purpose:  The College is initiating this Policy to comply with the Federal Trade Commission’s (FTC) Red Flag Rule intended to prevent, detect and mitigate identity theft.  In designing its Program, The College has incorporated, when appropriate, its existing policies, procedures, and other arrangements that control reasonably foreseeable risks to customers or to the safety and soundness of the College from identity theft.

Note:  This policy has been adapted from the ‘Guidelines to FTC Red Flag Rules’.  In most cases, the College’s compliance with existing FERPA and HIPPA regulations provide adequate compliance with the FTC’s Red Flag Rules for student accounts.  

II. Terms
a. Covered Accounts – For the purposes of the College, all student accounts are considered covered accounts.  Contracts for facilities rental or other auxiliary (e.g. Child care center, Wellness center services provided where the College accepts deferred payment terms are also considered covered accounts
b. Red Flags – These are events that may be an indicator of possible identity fraud or attempts at theft.  Examples included, but are not limited to:
i. Alerts, notifications, or other warnings received from consumer reporting agencies or service providers, such as fraud detection services
ii. The presentation of suspicious documents such as altered identification materials or expired identification
iii. The presentation of suspicious personal identifying information, such as a suspicious address change
iv. The unusual use of, or other suspicious activity related to, a covered account
v. Notice from customers, victims of identity theft, law enforcement authorities, or other persons regarding possible identity theft
vi. Refusal to provide or inability to provide adequate detailed personal information
vii. Mail sent to the student is returned repeatedly as undeliverable although transactions continue to be conducted in connection with the covered account. 

III. Preventing and Mitigating Identity Theft
a. The College’s policies are designed to reduce the potential of identity theft.  These procedures include:
i. Keeping account details confidential unless person requesting information has proven his or her identity
ii. Account details are not given out over the phone unless positive identification is established
iii. Account details are only provided to the student/account holder
iv. Online account access provides student ability to monitor account for unusual activity
v. Password policy, as established by ISS, protects user logins.  The College requires users to keep the login information private
vi. Changes to account information such as address, telephone, SSN or name are confirmed to the student in writing (via traditional mail and/or email) at the new and old addresses.  All account changes are direct to a central department by means of a Account Change Request Form

IV. Procedures when notified of a Red Flag
a. The department raising a Red Flag communicates the event to the designated channel.
b. The CX system provides ‘privacy codes’ that permit a student account to be highlighted to an employee reviewing the account.  This highlight serves as a warning that a red flag has been encountered.  
c. Future interactions with a student whose account is flagged require further identification requirements, which may include written formal documentation.  

V. Oversight of Service Provider arrangements:  
a. Whenever the College engages a service provider to perform an activity in connection with one or more covered accounts the College should take steps to ensure that the activity of the service provider is conducted in accordance with reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft. For example, the College could require the service provider by contract to have policies and procedures to detect relevant Red Flags that may arise in the performance of the service provider's activities, and either report the Red Flags to the College, or to take appropriate steps to prevent or mitigate identity theft.

VI. Reports
a. Staff of the College responsible for development, implementation, and administration of its Policy should report to the board of directors, an appropriate committee of the board, or a designated employee at the level of senior management, at least annually, on compliance by the College with Sec. 681.2 of this part. 
b. The report should address material matters related to the Policy and evaluate issues such as: the effectiveness of the policies and procedures of the College in addressing the risk of identity theft in connection with the opening of covered accounts and with respect to existing covered accounts; service provider arrangements; significant incidents involving identity theft and management's response; and recommendations for material changes to the Program. 

VII. Other Applicable Legal Requirements 
a. The College is to be mindful of other related legal requirements that may be applicable, such as: 
b. For financial institutions and creditors that are subject to 31 U.S.C. 5318(g), filing a Suspicious Activity Report in accordance with applicable law and regulation; 
c. Implementing any requirements under 15 U.S.C. 1681c-1(h) regarding the circumstances under which credit may be extended when the College detects a fraud or active duty alert; 
d. Implementing any requirements for furnishers of information to consumer reporting agencies under 15 U.S.C. 1681s-2, for example, to correct or update inaccurate or incomplete information, and to not report information that the furnisher has reasonable cause to believe is inaccurate; and 
e. Complying with the prohibitions in 15 U.S.C. 1681m on the sale, transfer, and placement for collection of certain debts resulting from identity theft. 

VIII. Updating the Policy
a. The College will update the Policy (including the Red Flags determined to be relevant) periodically, to reflect changes in risks to customers or to the safety and soundness of the College from identity theft.
