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The checklist below is intended to provide a framework for a high-level review of the ISP. This checklist does not cover all MSJ policies or requirements. For further detail, please review the ISP. The numbers in parentheses “(__)” shall indicate the relevant section in the ISP. 

· Administrative Safeguards
· MSJ Hardware – Unattended Computers must be locked at all times. (2.1)
· Prohibited Activities – Such as not using MSJ systems for unauthorized access of confidential or Sensitive Information (“SI”), for further restrictions, please review the ISP. (2.2, 2.3)
· Internet Access –Unacceptable sites are constantly monitored and updated; and internet usage is monitored. (2.3, 2.4)
· Reporting Malfunctions and Computer Viruses - If a virus is suspected, you should:
· Stop using the computer; not initiate any commands on the computer or attempt to remove the virus or software; not close or turn off computer or devices; disconnect computer from internet, if possible; and inform ISS or appropriate personnel. (2.5)
· Reporting Security Incidents – You shall report actual or suspected security incidents to supervisor or ISS. (2.6)
· Personal Software and Devices –  Shall not be used on MSJ resources, systems or to store SI unless approved by the ISS. (2.8)
· Internet Considerations – Approval by ISS required before a new network connection is established or MSJ information is made available on any internet-accessible resource. (2.9)
· IDs and Passwords – Users shall have unique login IDs and passwords. MSJ requires passwords to: 
· be a minimum of 10 characters and must contain upper and lower case, numeric, and special characters;
· be masked or suppressed on online screens and never printed;
· be configured to prevent the re-use of the past 5 passwords for Users; and
· not contain the User’s account name or parts of the User’s full name exceeding two consecutive characters. (3.1, 3.2)
· Password Changes – Passwords are to be changed every 120 days. (3.2)
· Access Controls – Employees have access to internal resources based on a privilege/need to know model. Access controls can be achieved through various methods. (3.3)
· User Login Entitlement Reviews – Based on these reviews, ISS may receive an access change request. ISS to conduct annual check of Users to determine if all Users still work for the MSJ. (3.4)
· Outbound and Third-Party Connections – Any link with an outside computer or network through direct link must be approved by ISS and adequate security measures provided by ISS. (4.2)
· Third-Party Contracts – MSJ contracts with third parties must be reviewed and follow the restrictions detailed in Section 4.4 of the ISP. (4.4)
· Working Away from the Office –Use of VPN and multi-factor authentication is required to access MSJ systems remotely; Remote Users cannot create separate backups locally nor store information with online vendors, such as OneDrive. (8.3, 8.4)
· Portable Devices – Not allowed unless provided and approved by MSJ. Even if approved, should never be used on MSJ devices or without encryption. (9.2)
· Record Retention – Records are to be deleted/destroyed in accordance with the applicable retention period prescribed by ISS Department Lead and Chief Compliance and Risk Officer. (10)
· Hardware Disposal –  Hardware to be disposed shall be wiped of all data and MSJ settings and must be reset to factory defaults. (11)
· System Changes – All changes to MSJ systems shall be logged and necessary backups shall be performed prior to changes. (12)
· Audit Controls – MSJ must have audit controls to assess potential risks and vulnerabilities to SI based on User activities. (13)
· Security Testing – Vulnerability; Social Engineering; Third party assessments; Penetration testing. (14)
· Data Integrity – Mechanisms to check and corroborate that SI has not been altered or destroyed in an unauthorized manner, such as intrusion detection systems. (15)
· Contingency Plans – Plans such as data backup must be kept and monitored by ISS.; Server protection; Workstation protection; Mainframe protection; and Disaster recovery and emergency mode operations. (16)
· Security Training And Awareness Program – Shall be managed by ISS Department lead and provided to all new Workforce Members as part of the orientation process.  A mandatory refresher training will occur annually. (17)

· Technical Safeguards
· Automatic Log Off – Automatic user log off of systems with SI after 15 minutes of inactivity. (3.8)
· Antivirus Protection – MSJ must have Antivirus software that is monitored; data transmitted from another location must be scanned for viruses. (5.1, 5.2)
· Encryption – SI in transit must be encrypted whenever possible. (6.1, 6.2)
· File Transfers – Users may request FTP transfers from ISS. If external websites are required for any MSJ system housing SI, must be secured via SSL or TSL. (6.3, 6.4)
· VPN – VPN, two-factor authentication and firewall required for remote access users. When transferring data as a remote user, VPN must be used and encryption considered for SI. (8.3, 8.4)

· Physical Safeguards
· Security Plan – Each facility will have a security plan, including location of information systems. Facilities to be access controlled during non-working hours and also have alarm system. (7)
· Offices, Cabinets, Drawers, and Other Spaces with SI – Unmonitored spaces with SI must be locked. Maintenance on facility security systems that impact physical security must be documented. (7)
· Workstation – Workforce Members must log off systems or resources when tasks completed, must lock laptops and workstations, and maintain clean desk free from SI. (7)
· Devices Under Workforce Member Control – SI, laptops and other mobile devices to be physically secure when under Workforce Member’s control. (7)
· Working Away from the Office – Remote users must maintain physical security of all devices, SI and other information in his control. (8.3, 8.4)
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